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Abstract 
Mobile applications have become highly pervasive in recent years. Assuring the quality of mobile applications is a highly 
relevant issue since application failures can lead to serious consequences, such as damage of corporate reputation or financial 
loss. Several obstacles exist in testing mobile applications (e.g., lack of time, absence of methods, limited budget). Our goal in 
this work is to investigate how we can enhance the effectiveness of testing processes applied by companies developing mobile 
applications. To do so, it is necessary to identify where applied industrial testing processes are actually missing in order to 
provide countermeasures. Our approach comprises a set of previously selected mobile testing requirements, which enable the 
investigation and rating of the applied testing processes based on the fulfillment of these requirements. Elicitation is done via a 
systematic interview of a company based on a defined questionnaire. Identified failures of selected mobile application projects 
are then related to the set of mobile testing requirements, and the severity of unfulfilled testing requirements is determined. 
Finally, we recommend to this company a set of countermeasures for unfulfilled testing requirements that may lead to crucial 
failures. We evaluated this approach by applying it together with eight software companies in Germany and in Brazil, followed 
by two surveys: one right after the interview to evaluate the acceptance of the approach, and another one after the post-processing 
and recommendations phase. The evaluation showed the acceptance of our approach and the expected enhancement of the 
effectiveness of the companies’ mobile testing processes. 
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1. Introduction 
Society is experiencing a ubiquitous and permanently connected lifestyle. In this scenario, moving business into 
the mobile paradigm is the next big wave of computing and a matter of survival for most organizations1. Due to the 
intrinsic characteristics of mobile applications (e.g., several sensors monitoring users and their environment, 
mobility, connectivity), assuring the quality of these applications is crucial, since failures are not likely to go 
unnoticed by consumers and can damage a corporate reputation and cause financial loss.  
Assuring the quality of mobile applications requires effective testing during development, including additional 
tests particular to the mobile world. An example of a company’s mobile development project: A mobile application 
that offers route guidance and is dependent on GPS requires the location services of the device; the deactivation of 
the location services during the use of the application leads to a crash of the application. This issue can be revealed 
by a test case as stated in the following. Precondition: Start route guidance in the orientation support view. Action: 
Change to settings menu of the operating system and deactivate location services. Post-condition: Route guidance 
handles the missing availability of route guidance. In this sense, mobile application development companies have to 
adjust their testing processes. However, several obstacles2 are perceived in testing mobile applications, such as lack 
of time, absence of adequate processes or methods, and limited budgets. This calls for a lightweight evaluation and 
improvement approach for the testing processes of mobile application projects. Such an approach is intended to 
diminish the gap between industry practices and the state-of-the-art proposals for the quality assurance of mobile 
applications. Thus, in this research our goal is to support the enhancement of testing processes applied by companies 
developing mobile applications. This leads to the following research questions: 
x RQ1: What are the requirements for a testing process in the context of mobile application development? 
x RQ2: How to elicit the fulfillment of mobile-specific testing requirements and their relations to failures that 
have occurred in a mobile development project? 
x RQ3: How to use the information elicited in a mobile development project for improving its testing 
process? 
In this paper, we define a lightweight approach to support the improvement of testing processes in mobile 
application development companies. This approach is composed of: 
1) a systematic interview with project managers or testers of a company, based on a questionnaire using a set 
of previously selected mobile testing requirements; 
2) the investigation and rating of the applied testing processes in that company and mobile application failures 
that have occurred in a recent project to elicit the fulfillment of the previously defined mobile testing 
requirements; 
3) the analysis of common identified failures and the determination of the severity of unfulfilled testing 
requirements in order to recommend countermeasures regarding failures that are due to these testing 
requirements. 
To evaluate the proposed approach, we applied it together with eight mobile application development companies 
in Brazil and in Germany, and elicited common failures from each company’s internal projects. Furthermore, we 
surveyed these companies right after the interviews and once more after post-processing and providing the 
recommendations. Overall, the evaluation showed distinct acceptance of our approach to enhance the effectiveness 
of a mobile testing process. 
The remainder of this paper is organized as follows: Section 2 describes related work for test process 
improvement, Section 3 outlines our proposed approach, and Section 4 discusses the study we performed and its 
results. Finally, Section 5 presents our conclusions and directions for future work. 
2. Improving the Testing of Mobile Applications 
This section presents established models for general test process improvement and discusses the identified 
approaches that explicitly consider mobile testing requirements as part of mobile application development. 
35 Konstantin Holl et al. /  Procedia Computer Science  94 ( 2016 )  33 – 40 
2.1. Test process improvement 
To assure high-quality software products, testing is the essential activity in software development. In order to 
improve applied test processes, approaches such as the Testing Maturity Model3 (TMM) and the Test Process 
Improvement4 (TPI) model were established. 
The main goal of the TMM, developed at the Illinois Institute of Technology, is to support the test process within 
a company using the idea of maturity levels. It represents a supplementary model of the CMM (Capability Maturity 
Model), with TMM being capable of identifying missing process activities. Nevertheless, it does not provide 
insights into how well existing activities work. 
The TPI model is also a maturity model. It provides practical guidelines for assessing the testing maturity level of 
an organization. This model can be considered as a tool for structuring the improvement of a test process. TPI 
supports several key process areas that are not present in the TMM, such as test environment, office environment, 
reporting, defects management, and test ware management. TPI offers assistance for test process improvement in the 
form of key areas, levels, and improvement suggestions.  
Overall, TMM and TPI are not mobile-specific and, consequently, do not provide test process improvement on a 
sufficiently detailed level to support test managers and developers of mobile applications. 
2.2. Mobile test process improvement 
The research by Muccini et al.5 presents several mobile application particularities and their implications for the 
testing process, which represents evidence that mobile applications are different from desktop or laptop applications. 
They provide an overview of how mobile testing is performed nowadays and how it might change in the next years, 
showing challenges for mobile testing. Also, they indicate the mobile testing requirements that must be considered 
especially regarding certain qualities and technical aspects, such as performance, security, reliability, and energy. 
They conclude that specialized testing techniques and processes are required for mobile application testing. 
Dantas et al.6 propose a set of testing requirements in order to improve the mobile application testing process. 
Their proposal is based on a literature review, followed by the analysis of artifacts elaborated during real-world 
projects and interviews with professionals in the field. Two questionnaires were developed, and the obtained 
literature data was combined with the results of the interviews. This approach provided insights into how mobile 
testing is currently performed. Their conclusion in this study was that mobile development companies lack testing 
processes and established testing requirements that are specific for mobile applications. 
Overall, the presented mobile-specific testing improvement approaches do not provide test requirements that are 
evident and adequate in terms of a usable and consistent abstraction level to improve mobile testing processes. 
Nevertheless, they emphasize the need for mobile-specific approaches due to the peculiarities of mobile applications 
such as their context awareness and platform diversity. 
3. An Approach for Improving Mobile Testing Processes 
Testing effectiveness can be improved by adjusting the process and the artifacts used in the testing activities. Our 
approach is based on the fulfillment of typical test process requirements in mobile application development projects. 
We derived a categorized set of testing requirements and use them as part of a questionnaire in order to interview 
mobile software developing companies. 
3.1. Derivation of test requirements 
For the identification of test requirements, we approached the derivation by defining three top-level categories. 
1. The product of the development, which is a mobile application: 
Muccini et al.5 identified several fundamental requirements, such as test analysis and design according to 
mobile-specific issues. These include, among others, context awareness and the multitude of mobile devices. 
Other identified challenges are GUI testing with regard to automated test execution and quality-related 
testing, e.g., considering the connection. 
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2. The development process, which is typically agile: 
Assuring the quality of developed mobile applications requires quality assurance approaches that fit the 
characteristics of typical agile development processes (e.g., Scrum or modifications of Scrum7). 
3. The fundamental testing activities, which are established as standard: 
The definition of testing activities as part of the fundamental test process according to the International 
Software Testing Qualifications Board8 defines requirements such as review of test cases during test analysis 
and design or prioritization of test cases as part of test implementation and execution. We use these to reveal 
weaknesses of the applied approaches in order to enable their systematic improvement. 
The derived testing requirements are shown in Table 1 and categorized according to Mobile Application (the 
product) and Agile Process (the development process). Furthermore, we used Test Analysis and Design, Test 
Implementation and Execution, and Evaluating Exit Criteria and Reporting as categories for the testing activities 
because these are already used as part of the fundamental test process8. 
Table 1. Testing requirements overview 
Mobile Application Agile Process Test Analysis and Design 
Test Implementation and 
Execution 
Evaluating Exit Criteria 
and Reporting 
x Connectivity 
peculiarities 
x Automated 
process steps 
x Minimal 
overhead 
x Applicable without 
dedicated test expert 
x Applicable in short 
iterations 
x Applicable with 
deficient test basis 
x Reviewing the 
test basis 
x Evaluating 
testability 
x Identifying and 
prioritizing test cond. 
x Designing and 
prioritizing test cases 
x Identifying necessary 
test data 
x Designing test 
environment setup 
x Creating 
traceability 
x Creating concrete test 
cases and test data 
x Creating efficient test 
suites 
x Verifying test 
environment 
x Verifying and updating 
test cases 
x Executing test 
procedures 
and check results 
x Logging test 
execution 
x Reporting and 
analyzing discrepancies 
x Retesting 
x Checking exit 
criteria 
x Limited 
resources 
x Assessing if more  
tests needed 
x Autonomy 
x Diversity 
x Creating test 
summary 
x User interface 
peculiarities 
 
x Context 
awareness  
 
x Adaptation 
 
  
3.2. Definition of a questionnaire approach in order to evaluate and improve mobile-specific testing processes 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 1. Approach for mobile testing process improvement 
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The instrument we chose for measuring the fulfillment of the testing requirements was a questionnaire containing 
all testing requirements (Table 1) as separate items. They form the basis of our measurement instrument because 
they represent the basis for a common understanding between the interviewer and the interviewed company (see 
Step 0 in Fig. 1). The testing requirements are rated by the company on a 4-point Likert scale (see Step 1), including 
the option to skip an answer if a testing requirement cannot be applied to the considered project context. 
After the interview, we assign the known failures of previous or running mobile application development projects 
to the testing requirements together with the company (Step 2). After this, we perform an analysis based on this 
information in order to define recommendations to prevent these failures in the future (Step 3). This is possible due 
to the lessons learned regarding previous failures and testing requirements fulfillment. In the last step (Step 4), we 
consolidate our insights and report them to the company to enable a more effective testing process in future projects. 
The recommendations need only be given if a testing requirement is not fulfilled according to the company and if 
at least one failure was mentioned as a result of this missing fulfillment. 
4. Industrial Study 
The questionnaire was applied over the course of three months with eight software companies, three in Germany 
and five in Brazil, which we surveyed afterwards as part of an evaluation of our approach. All companies were 
either small or medium-sized and had a history of at least ten completed mobile application development projects. In 
all companies, we interviewed the person responsible for quality assurance of at least one specific project.  
4.1. Results of the study 
Step 1 comprised the rating of all defined testing requirements. The average rating shows a trend that testing 
requirements are rather not fulfilled than fulfilled (see Fig. 2). On average, there were two testing requirements that 
could not be applied as part of the rating due to the considered testing process. For instance, Verifying test 
environment as part of Test Implementation and Execution was not possible if there was no test environment setup.  
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 2. Fulfillment of the testing requirements on average 
Considering the relative occurrence or ratings for all questionnaires, there are significant differences among the 
categories, as Fig. 2 shows. The requirements of Mobile Application and Agile Process tended to be fulfilled more 
often. While the rating for test requirements as part of Mobile Application, Agile Process, and Evaluation Exit 
Criteria and Recording could almost always be applied, the rating for test requirements of Test Analysis and Design 
and Test Implementation and Execution could not be applied in about 10% of all cases. 
Testing requirements that were unfulfilled (i.e., Completely not fulfilled or Tendentially not fulfilled) were mostly 
part of Test Analysis and Design followed by Test Implementation and Execution (see Fig. 3). Besides, the mapping 
from testing requirements to documented failures provided by each company shows that most of the failures were 
mentioned regarding the testing requirements of Mobile Application followed by Test Analysis and Design. 
The failures reported for Mobile Application included missing or incorrectly represented interaction elements on 
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the user interface of the mobile application because the diversity of devices was not considered during development. 
This failure may be prevented in the future by following the recommendation to use crowd-testing services that 
cover a broader scope of devices. Another frequent example for this category were crashes due to connection 
peculiarities such as disconnected location services. This was counteracted by the recommendation to use checklist-
based testing considering typical mobile-specific issues. 
 
Fig. 3. Fulfillment of the testing requirements by categories 
 
Mentioned failures for Test Analysis and Design were, for instance, sync failures due to missing accessibility of 
integration points of the mobile application. In order to prevent such failures, our recommendation for the affected 
company comprised the inspection of the architecture documentation by a test expert with a focus on testability. 
This fulfills the testing requirement Reviewing the test basis. Other examples of frequent crashes were all recurring 
crashes due to missing crash protocols. This is related to designing the test environment setup and was counteracted 
by the recommendation to enforce automatic crash protocols and reports by means of obligatory definition as part of 
the test plan. 
 
Fig. 4. Assigned failures and unfulfilled testing requirements by category 
Considering the testing requirements that are unfulfilled and have assigned failures shows that between 66% and 
82% of the unfulfilled testing requirements led to failures, with one exception: the testing requirements for Mobile 
Application. Here, only 28% of the unfulfilled testing requirements led to failures. 
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4.2. Evaluation of acceptance of the approach 
In order to evaluate our approach, we performed two surveys with the companies. The first survey was conducted 
right after the interview and the second one after providing our recommendations to counteract the unfulfilled 
testing requirements by the testing process. The first survey comprised two sentences (“This questionnaire is helpful 
for understanding my mobile testing process” and “I felt motivated to fill out the questionnaire”), which the 
interviewee could answer with: Fully agree, Agree, Disagree, Totally disagree, or No answer. 
After analyzing the questionnaires and sending the recommendations to the companies, we performed the second 
survey with two further sentences (“The received recommendations were helpful to understand the problems in my 
mobile testing process”, and “I intend to follow the recommendations provided”). 
All surveyed companies accepted our questionnaire approach based on the defined testing requirements. All 
companies stated that it was helpful for understanding their mobile testing process and that they were motivated to 
fill out the questionnaire. Furthermore, the companies accepted the recommendations we provided, stating that the 
recommendations were useful for understanding problems that exist in their current testing process. As to whether 
they intend to follow these recommendations, six of the companies agreed to follow them, while two companies 
were unable to make that decision at the time. 
5. Discussion, conclusions and future work 
The discussion and conclusions section addresses the study results and the evaluation we performed with regard 
to the research questions stated in the introduction. Furthermore, the future work part gives an outlook on the 
planned extensions of this research. 
5.1. Discussion and conclusions 
RQ1: What are the requirements for a testing process in mobile application development? 
Considering the characteristics of quality assurance in mobile application developments, there are peculiarities 
regarding the mobile product and the agile process as well as common fundamental testing characteristics. These 
characteristics allow deriving concrete test requirements based on the literature and on standards (Section 3.1). For 
instance, one requirement for the mobile testing process comprises connectivity peculiarities, meaning that the 
testing process should consider test cases that also cover temporary disconnection from the network or changing 
network bandwidth during application usage. Besides, agile process characteristics need to be captured in order to 
derive testing requirements. For instance, applied testing processes should cause minimum overhead and should be 
applicable during short iterations. Hence, a classical inspection technique that requires several meetings among team 
members and multiple person-days for its application does not fulfill this requirement. We also considered the 
standardized, general requirements for testing processes. An example of these is the logging of the test execution. 
This is as important for innovative mobile systems as it is for classical systems, especially for reproducing a system 
state according to a failed test case. These derived requirements represent a solid basis for determining the quality of 
a performed testing process by measuring to which extent the testing process meets these requirements. 
Our evaluation showed that the categorized set of testing requirements always supported the companies in 
understanding their test process, which is a necessary step for test process improvement. This demonstrates that the 
abstraction level of the selected testing requirements is appropriate for the intended use. 
RQ2: How to elicit the fulfillment of mobile-specific testing requirements and their relations to failures 
that have occurred in a mobile development project? 
Testing processes may be very different regarding their manifestation and documentation. Mobile application 
projects are also rather small, which requires a lightweight approach for investigations. This calls for a quick 
interview approach that does not require significant project resources. Consequently, we opted for the definition of a 
questionnaire that guides the interviewees through the defined testing requirements in order to measure their 
fulfillment. The application of the questionnaire as an interview instrument showed its effectiveness for measuring 
the state of fulfillment of the testing requirements. Furthermore, the elicitation of the fulfillment of each testing 
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requirement was directly coupled with the elicitation of known failures related to the testing requirements (described 
in Sections 3.2 and 4.1). This failure mapping enabled the definition of severity levels in cases of unfulfilled testing 
requirements. For instance, if crucial failures are known that are related to unfulfilled testing requirements, then 
there is a critical demand for action.  
Our evaluation showed that the companies felt supported in understanding their test process and also that they 
were highly motivated to investigate their testing processes based on known failures. 
RQ3: How to use the information elicited in a mobile development project for improving its testing 
process? 
The elicitation of the fulfillment of the testing requirements and their relations to known failures had the side 
effect that the “as is” testing process was systematically discussed, which led to a better understanding by all the 
interview participants. The information about the fulfillment of testing requirements and the mapping to known 
failures finally formed the basis for the assignment of concrete recommendations as countermeasures. We annotated 
the testing requirements that were highlighted with a demand for action with a specific recommendation in order to 
counteract the unfulfilled testing requirement (described in Section 4.1). Each recommendation is intended to 
prevent this kind of application failure in the future by addressing the underlying testing requirement. 
The two surveys performed after the interviews and the recommendations showed that all companies regarded 
our approach as helpful for improving their testing process. Most companies – six out of eight – plan to follow our 
recommendations. These survey results show an overall distinct acceptance of our approach.  
5.2. Future work 
As the next steps of our research, we will evaluate our approach in our own development project. There, we plan 
to define optimized fulfillment of requirements according to the project context. This will comprise the 
comprehensive definition of, e.g., defect classifications for mobile applications. Furthermore, we will evaluate the 
state-of-the-practice crowd-testing services in order to rate their effectiveness and efficiency with regard to the 
fulfillment of related testing requirements. 
A technical next step is the extension of a state-of-the-practice bug tracking system with a function to annotate 
found failures with the relation to a concrete testing requirement. This will enhance the expressiveness of the testing 
summary provided at the end of each development iteration. The expected insights may reveal crucial deficiencies 
of the testing process, which can be used to improve its effectiveness. 
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